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Re: Memorandum Procedural Regulation

The European Commission (“EC") published its Proposal for a REGULATION of the European
Parliament and of the Council laying down additional procedural rules relating to the enforcement
of Regulation (EU) 2016/679' (the “GDPR”) in July 2023 (the “Proposal”).? The Proposal takes
into account several requests from the European Data Protection Board (“EDPB”) that were made
public in October 2022.3

The Committee on Civil Liberties, Justice and Home Affairs (“LIBE Committee”) published its
DRAFT REPORT on the Proposal in November 2023 (“Draft Report”).* In its Draft Report, the
LIBE Committee proposed substantial changes to the Proposal.

DOT Europe has asked us to provide a legal analysis of six questions related to the LIBE
Committee’s Draft Report (the “Memorandum”). In particular, the questions concern the proper
interplay of the Draft Report with some core principles of the GDPR and with some European
fundamental rights enshrined in the Charter of Fundamental Rights (“CFR”)® as interpreted by the
European Court of Justice (“ECJ”). We outline our response to these questions below.
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A. Executive Summary

The Memorandum highlights that two of the core ideas of the Draft Report risk conflicting with the
fundamental rights of the parties under investigation and core concepts of the GDPR.

First, the Draft Report seeks to redesign the GDPR complaint handling procedure as a an
“adversarial procedure” between organizations processing personal data (“parties under
investigation”) and complainants akin to equal parties arguing their case before a civil court.
Relatedly, the Draft Report aims at providing both parties with substantially similar
procedural rights in the context of an investigation.

These suggestions rest on a fundamentally false premise and threaten to conflict with the
fundamental rights of the parties under investigation. This is because the GDPR complaint
handling procedure is not an “adversarial procedure”. Supervisory authorities of the Member
States (“SAs”) are not neutral arbiters between the parties. Rather, SAs are tasked with
overseeing compliance of parties under investigation and may - at any time - exert the full extent
of their strong repressive powers under Article 58 GDPR (e.g., issue fines) against them. The
complainants on the other hand are not facing similar adverse decisions against them. As the
negative impacts of a GDPR investigation are much more severe for the parties under
investigation (similar to a criminal and not a civil procedure), the fundamental rights of these
parties require a stronger level of protection. In making the procedural rights equally
applicable to both parties the Draft Report risks violating the fundamental rights of the
parties under investigation.

Second, the Draft Report threatens to undermine core concepts and principles of the GDPR. One
of the core aims of the GDPR was to centralize cross-border enforcement procedures to ensure
a more harmonized and effective enforcement. To that end, the GDPR introduced the concept of
a lead SA and the one stop shop. The Draft Report now seeks to encroach on the independent
judgment of the lead SA, threatens to undermine its central position, and therefore chips
away at core concepts and principles of the GDPR.

Lastly, the Draft Report intends to increase the burdens and to limit the incentives for parties
to reach an amicable settlement. In doing so the Draft Report undermines an innovative idea in
the EC’s Proposal to the detriment of the parties and the SAs.
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B. What are the rights that the parties under investigation and complainant afforded
under the CFR (e.g., right of defence) and the GDPR?

I.  Protection under the CFR
1. Fundamental rights of the parties under investigation

The right to be heard is a core fundamental right afforded to the parties under investigation.
According to Article 41(2)(a) CFR the right to good administration includes the right of every
person, including the parties under investigation, to be heard. On the face of it, Article 41(1) CFR
indicates that it does not apply to actions of national authorities in Member States as its
protections are limited to actions taken by the “institutions, bodies, offices and agencies of the
Union”. This interpretation, that Article 41 CFR does not apply to the actions of national authorities,
has been confirmed by the ECJ.® However, under settled case law of the ECJ, the Court
recognizes the right to good administration as a general principle of EU law, thus, binding
Member States to the extent that they are acting in scope of EU law.” As SAs derive their powers
from the GDPR, placing their actions in the “scope of EU law”, parties under investigations can
rely indirectly (i.e., via the general principle of EU law) on the protections of Article 41 CFR.2 In
addition, the right to be heard is also recognized under the right of defense in Article 48 CFR.° On
substance the right affords parties under investigation with the right to be heard in all proceedings
before any measure is taken that would adversely affect them.°

Furthermore, parties under investigations are afforded with the right to protect their confidential
information and business secrets. In principle, the ECJ has recognized the protection of
business secrets and confidential information, either under the freedom to conduct a business in
Article 16 CFR or as a general principle of EU law.! Such protections also apply more specifically
in the context of disclosure requirements. For example, Article 41(2)(b) CFR explicitly
acknowledges that the right of any person to access their case file needs to respect the “legitimate
interests of confidentiality and of professional and business secrecy”, thereby protecting such
interests specifically in the context of third parties seeking access to confidential information.!?
The ECJ has also decided that parties under investigation have the right to protect their business
secrets and other confidential information when public authorities (with whom such information
was shared in the context of a proceeding) intend to disclose such information to third parties.*®

Finally, EU law and related case law recognize the principle of legal certainty according to
which rules must be sufficiently clear for individuals to know precisely what their rights and
obligations are so that they can adjust their behavior accordingly.'*
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2. Fundamental rights of complainants

The right to good administration in Article 41 CFR also applies to the complainant via its
recognition as a general principle of EU law (as mentioned above). On substance, the
complainant has (i) the right to be heard if and to the extent a measure would affect them
adversely; (ii) the right to seek access to their file (however, as noted above, subject to the
legitimate interests of confidentiality and business secrecy)®®; and (iii) the right to obtain a reason
for any decision related to them.®

Furthermore, the complainant — as a data subject — can rely on the right to have their private
and family life and their communications respected (Article 7 CFR) and on the right to the
protection of their personal data (Article 8(1) CFR). In conjunction with Article 16 Treaty of the
Functioning of the European Union (“TFEU”) these provisions afford the complainant with
numerous rights, including but not limited to the right to lodge a complaint with an SA'” and the
right to have access to their case file, subject to the restrictions mentioned above.8

.  GDPR protections
1. GDPR protections for parties under investigation

Unlike data subjects, parties under investigation are not explicitly afforded with procedural rights
by the GDPR.*° This does not mean, however, that they do not have any procedural rights. Rather,
Article 58(4) GDPR requires that the exercise of SAs’ powers must be subject to appropriate
safeguards as set out in Union and national law of the Member State (“national law”), in
accordance with the CFR.?° Therefore, the core procedural protections are predominantly
afforded by the national law of the Member State whose SA exercises its powers under the
GDPR.?! Such national law must be in accordance with the GDPR and the CFR and, thus, contain
certain minimum standards (e.g., the right to be heard).??

2. GDPR protections for complainants

Meanwhile, a vast number of GDPR provisions are aimed at affording data subjects with
substantive and procedural rights. For example, data subjects have the rights to lodge a complaint
with an SA (Article 77 GDPR), to an effective judicial remedy against an SA (Article 78 GDPR),
to an effective judicial remedy against a controller (Article 79 GDPR), etc.
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C. To what extent does the Draft Report align with or alter/strengthen these rights?

On a high level, the Draft Report limits the rights of the parties under investigation (I.) and expands
the rights of complainants (11.).

I.  Limitation of the rights of the parties under investigation

The Draft Report noticeably curtails the parties under investigation’s right to be heard and the
right to have confidential information protected.

With regard to the right to be heard: Prior to the Proposal, the right to be heard is predominantly
afforded by and regulated under national law. However, according to the EC’s assessment these
procedural rights vary substantially in scope and detail across the Member States.?® As the EC
considered these varying approaches to be a possible obstacle for streamlining cross-border
enforcement, it proposed a set of rules to harmonize procedural standards.?* In determining the
level of protection afforded to the parties under investigation the EC convincingly concluded that,
as the adverse impact of a GDPR investigation procedure on them might be severe (in particular
when SAs issue penalties), they must be afforded with a level of procedural protection similar to
procedures of a penal character.?® Subsequently, the Proposal ensures that the right to be heard
is provided to parties under investigation at every relevant stage of a cross-border investigation.?®

In stark contrast to the Proposal, the Draft Report now seeks to replace these granular and
detailed provisions with a simple and abstract reference to a right to be heard before any
measures with adverse effect is taken.?’” By giving up the detailed and granular approach, the
Draft Report not only risks losing legal efficiency (e.g., the abstract reference will be applied and
interpreted differently across the Member States), but also creates tension with the fundamental
rights of the parties under investigation and the principle of legal certainty. This impact will be
addressed in more detail below (question 3 in section D).

With regard to right to protect confidential information and business secrets: Prior to the
Proposal, ensuring the effective protection of confidential information and business secrets is
afforded by and regulated under national law. As mentioned above, the Proposal seeks to
harmonize these varying rules. It suggested a set of detailed and nuanced provisions aimed at
ensuring that the right to confidentiality of the parties under investigation is maintained.?®
Dramatically, the Draft Report now seeks to eliminate most of these protective procedural rules
and suggests replacing them with unprecedented powers for SAs to share this information. In
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particular, it provides for the indiscriminate sharing of confidential information with an unspecified
number of regulators on both an EU and national level, and severely curtails the right to protect
confidential information when the case file is shared with the complainant.?® This impact will be
addressed in more detail below (question 3 in section D).

.  Expansion of the rights of data subjects

While the Draft Report restricts the rights of the parties under investigation, it noticeably expands
the rights of complainants.

With regard to the right to be heard: Prior to the Proposal, the right to be heard is — as
mentioned above — afforded by and regulated under national law. The Proposal already
suggested to expand the rights of complainants substantially and affords them with the right to be
heard at all relevant stages in a cross-border investigation.®® In contrast, the Draft Report
essentially suggests to provide the complainant with the same right to be heard as the parties
under investigation.®! In addition, the Draft Report also indicates impacting ex officio proceedings
by granting complainants the right to be heard when an SA engages in an ex officio investigation
on the same subject matter as the complaint.®2

With regard to the right to access the case file: Prior to the Proposal, the right to access parts
or the entirety of the SA’s case file was governed by national law. The Proposal already suggested
to expand the right to access the case file, however, subject to reasonable restrictions aimed at
protecting confidential information and business secrets. For example, the Proposal provides that
the complainant could seek access to the case file, but only upon request, where necessary (i.e.,
where they might be adversely affected because the SA intends to partially or fully reject the
complaint), and limited to a non-confidential version of the case file.®® In contrast, the Draft Report
suggests to expand these rights even further, essentially granting the complainant, by default,
unrestricted access to the full case file and without any further restrictions (e.g., also when a
complaint is granted).®*

D. Do any of the proposed amendments negatively impact the fundamental rights of
the parties under investigation (e.g., access to joint case file, proposed limitations
on confidentiality and removal of the restrictions on using data for purposes
beyond specific investigation)?

Many of the Draft Report’'s amendments create friction with core fundamental rights of the parties
under investigation. For example, there is a tension between certain Amendments and the
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recognized rights of parties under investigation to be heard and to have their confidential
information and business secrets protected.

Tension with the right to be heard: The exercise of the SA’s powers is predominantly governed
by national law.** As mentioned above (see the response to question 1 in section B), such national
law must be in accordance with the GDPR and the CFR and, thus, contain certain minimum
standards, including the right to be heard.*®

The Proposal aims to ensure that the right to be heard is provided to parties under investigation
at every relevant stage of a cross-border investigation. For example, the Proposal explicitly states
that the parties under investigation have the right to be heard in any of the following scenarios: (i)
when the lead SA notifies the preliminary findings to the parties under investigation in the context
of Article 60(3) of the GDPR?’; (ii) prior to the lead SA submitting a revised draft decision in the
context of Article 60(5) of the GDPR?38; (iii) prior to the EDPB adopting a binding decision in the
context of Article 65(1)(a) GDPR.*®

In contrast, the Draft Report seeks to replace these granular and detailed provisions with a simple
and abstract reference to a right to be heard before any measures with adverse effect are taken.*°
Furthermore, the Draft Report suggests that the SA shall only hear the parties when novel issues
arise during procedures under Articles 60, 65, 66 GDPR.** These Amendments create a risk that
the right to be heard is not implemented where required. The proposed language is vague and
gives rise to legal uncertainty regarding when it applies to specific steps of a cross-border
investigation. The drafting regarding “novel issues” is equally vague and leaves open the
possibility that individual SAs can freely determine what issue they consider to be “novel’. This
could lead to significant fragmentation at EU level and associated legal uncertainty for the parties
under investigation.

Tension with the right to confidentiality/protection of trade secrets: The right of parties under
investigation to protect their confidential information and business secrets is well recognized
under settled ECJ case law.*? As mentioned above (see the response to question 2 in section C),
the right to confidentiality is afforded under national law. The Proposal seeks to harmonize these
rules and proposes a detailed and balanced approach to ensuring the appropriate protection in
accordance with the fundamental rights protections. In doing so the EC largely follows in the
footsteps of competition law where the access to the case file, the sharing of information in the
case file, and the protection of confidential information is governed by a detailed set of procedural
rules since the early 2000s.43
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The Proposal sets out safeguards for preserving the right to confidential information and trade
secrets. It provides a set of clear and detailed rules for how parties under investigation should
designate information they submit as confidential information and redact such information.** SAs
are prohibited from disclosing confidential information that they obtain in the context of the
procedure, except when provided for in the Proposal.*® While proceedings are ongoing, SAs must
exclude such information from access requests under laws on public access to official
documents.*® Disclosure of information to the complainant is also restricted. Complainants can
only request to seek access to the non-confidential version of the case file and such a request
will only be granted where necessary (i.e., where a decision may adversely impact them).*

The Draft Report, however, seeks to eliminate most of these protective layers. It proposes drastic
expansions of the complainant’s right to access the case file by allowing claimants to access the
unredacted case file. It also provides the SAs with the power to share confidential information with
an indiscriminate number of authorities on both at EU and national level. These Amendments
raise serious concerns regarding the fundamental rights of the parties under investigation.

For example, the Draft Report expressly requires SAs to strive to communicate the information
obtained in the course of an investigation with an indiscriminate number of other authorities at EU
or national level.*® This is even more concerning in light of the fact that the SA would need to
share the entire case file including all confidential information related to the case.*® These
Amendments are concerning as they would completely undermine the party under investigation’s
right to confidential information.

The Draft Report further encroaches on the rights of parties under investigation by providing the
complainant, by default, with the right to unrestricted access to the full case file, which includes
confidential information.>® The Amendments only provide limited protection of confidentiality as
redactions of the case file (i) are subject to the full discretion of the SAs; (ii) only apply in the
context of a specific interaction between the SA and a third party (indicating that the parties under
investigation would have to lodge a request for redaction for every intended disclosure of its
confidential information by the SA with a third party); and (iii) must be limited to what is “strictly
proportionate”.®* The Draft Report only requires the SA to confirm that redactions made by the
party under investigation are “strictly proportionate”. Any redactions that the SA considers to be
beyond what is strictly proportionate will lead to their disclosure, in unredacted form, to the
complainant.®? This power is usually the one of a judge. It is not the role of SAs to balance between
conflicting rights and these Amendments could provoke severe harm to the party under
investigation’s right to confidentiality and the protection of their trade secrets.
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E. To what extent do the suggested changes to the fundamental rights balance
between the parties under investigation and the complainants (e.g., theintroduction
of an adversarial procedure between parties) negatively impact the rights of the
parties under investigation?

The Draft Report seeks to make key procedural rights (i.e., the right to be heard and the right to
gain access to the case file) equally applicable to both the party under investigation and the
complainant.®® In its effort to “streamline” the procedural rights “following Article 42(1) of the
[CFR]”, the Draft Report seems to imagine that the procedure to resolve complaints under the
GDPR should be designed as a form of “adversarial procedure” akin to equal parties arguing their
case before a civil court.>* This idea that both parties are in an equal position is a fundamentally
false premise and negatively impacts the rights of the parties under investigation.

While the Draft Report correctly points out that some fundamental rights, such as
Articles 41 f. CFR, are applicable to both parties, it falsely assumes that equal applicability of
fundamental rights must lead to an equal protection afforded by these rights.>®> However, it is well
established in the context of EU fundamental rights that the degree of protection afforded by
fundamental rights depends on the effects the measure would cause the affected party.*® In the
context of resolving complaints under the GDPR, the EC correctly and explicitly recognizes that
the parties are in a different procedural position.>” In recognition of the divergent procedural
positions, the party under investigation should be awarded greater protection under the CFR.

There are several reasons why the party under investigation and the complainant are in a different
procedural position. The party under investigation does not have any say in the initiation of a
GDPR complaint resolution procedure. The SA commences a procedure either according to its
own initiative or based on a complaint. This means that the party under investigation has limited
choice but to engage and defend itself. Furthermore, the potential consequences of an SA
commencing proceedings are much greater for the party under investigation than for the
complainant. Parties under investigation face the risk of penalties such as an order to ban
processing or a hefty fine>® while the complainants “only” face the risk of having their complaint
rejected (e.g., as it is only judicial courts, and not SAs, that are competent to award compensation
for damage or harm the complainant may have suffered).*® Finally, the disclosure requirements
for each party vary. While the party under investigation may be required to disclose confidential
and sensitive business information as part of the process®®, the complaint cannot and is free to
decide what information to share. The inherent risk of disclosing sensitive information, which could
easily be spread, is only faced by the party under investigation.

10
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As the effects arising from an SA’s investigation are more severe for the party under investigation,
the level of protection afforded by fundamental rights with regard to the right to be heard and the
protection of confidential information and business secrets should be stronger. As a result of the
flawed assumption of the Draft Report, that both parties should be afforded equal protection, the
related Amendments making the procedural rights equally applicable negatively affect the balance
of protection to the detriment of the parties under investigation and give rise to fundamental rights
concerns.

F. Are there any conflicts between the Amendments and the GDPR or do any of the
Amendments reinterpret and/or undermine key concepts of the GDPR (i.e., the one-
stop-shop mechanism, participation of other SAs, provisions on procedural law,
protection of confidentiality)?

The Draft Report poses fundamental challenges to the key principle of the lead SA (and the
related “one stop shop”) in the GDPR and risks creating legal uncertainty, contrary to the aim of
the GDPR.

A core concept of the GDPR is that, with regard to the cross-border processing of personal data,
the lead SA is the “primus inter pares™!, supported by other SAs that are concerned with the
matter. This framework is considered to be “the most significant novelty of the GDPR”.5? It was
designed to address the considerable problems that followed from the fragmented enforcement
structure under the Data Protection Directive.®

Taken together, the Amendments limit the scope of independent judgment that a lead SA may
exercise, undermine the central position of the lead SA in the enforcement process, and
encourage independent action of other SAs. Therefore, the Amendments create tensions with the
key structure of centralized enforcement in the GDPR, risk running contrary to the aim of achieving
effective and harmonized enforcement throughout the EU and may trigger more legal uncertainty.

There are several instances that illustrate the tensions between the Draft Report and the key role
of the lead SA in the GDPR framework. The Amendments highlight the ability of SAs to use their
powers under the GDPR to act independently of the lead SA (e.g., by invoking powers under
Article 66 GDPR), where diverging views between SAs cannot be overcome or in the case of
inactivity of another SA.** Encouraging other SAs to act independently, particularly where
diverging views cannot be overcome, undermines the centrality of the lead SA’s judgment.

11
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Restricting the scope for the lead SA to exercise independent judgment is echoed in other aspects
of the Draft Report. For example, the lead SA is bound by the assessment of the admissibility of
the complaint of the SA with which the complaint was lodged® and is required to comply with any
request of another SA under the proposed procedural regulation and Articles 60 to 62 of the
GDPR.%® In addition, the Amendments also explicitly provide for SAs to request the EDPB to
intervene in the case of no consensus (e.g., about relevant facts)®” and in case of an intervention
by the EDPB in the context of an urgency procedure (Article 66 GDPR) the Amendments now
allow for an increased involvement of multiple SAs.®® By leaving no room for the lead SA to
exercise independent judgment in crucial matters, including where disagreements arise, these
Amendments risk undermining the lead SA'’s role under the GDPR and raise serious questions
as to guaranteeing its independence.

Finally, the SA with which the complaint has been lodged may establish which SA should assume
the role of the lead SA.%° The Amendment provides no scope for other SAs, beyond the assumed
lead SA, to raise any objection to this initial assessment.”® The question of which SA is the
competent lead SA is important and can be contentious and complex which is not reflected in the
Draft Report.

In addition to eroding the central and independent position of lead SAs, the Draft Report also risks
creating legal uncertainty. The Draft Report grants parties the right to an effective judicial remedy
where an SA fails to use its powers to ensure that another SA progresses the procedure.”*
However, it is unclear what such resulting remedy would look like (i.e., what order a judicial body
is able to issue against an SA to ensure that another SA from another Member State progresses
the procedure), giving rise to the risk of creating an “impossible remedy”. Furthermore, the Draft
Report allows any SA to declare that it is concerned with a matter.”> However, the circumstances
in which an SA may claim to be concerned is already explicitly defined in Article 4(22) of the
GDPR. This ambiguity could create tension as SAs who may not be concerned according to the
definition under the GDPR may be empowered to claim concern according to the Draft Report.

G. Would the proposed amendments on complaints handling ensure all organizations
have a fair and equal opportunity to resolve complaints themselves and at an early
stage (in line with the EC’s goal) and do the amendments on amicable settlements
create a duty to facilitate such mechanisms and incentivize their use?

It is the EC’s goal to encourage early settlement of GDPR complaints’ and yet the Draft Report
creates obstructions to achieving this goal. The Amendments restrict and disincentivize parties

12
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from reaching a settlement and, as the SAs are not under a duty to facilitate settlement, the Draft
Report renders it unlikely that parties will engage in reaching resolution at an early stage.

The Amendments frustrate both parties having a fair and equal opportunity to resolve complaints
themselves and at an early stage. In principle, both parties have equal opportunities to resolve
the complaint. However, in this context, as the EC recognizes in the Proposal, the parties are not
in the same procedural position.”* This is because the potential consequences of an SA
investigation are much greater for the party under investigation than for the complainant (see
guestion 4 in section E). The Amendments now aim at aligning the process to be adversarial by
nature and afford the complainant with numerous and expansive rights to be heard and to gain
access to a case file.”> The resolution of the complaint by amicable settlement would result in the
complainant losing these rights. This reduces the incentive for the complainant to resolve the
complaint themselves, thereby creating a disadvantage for parties under investigation who are
willing to do so.

Parties under investigation are further disadvantaged by the fact that the Amendments do not
facilitate parties coming to an amicable settlement.

First, the Draft Report increases the burden of reaching an amicable settlement. Under the
Proposal, a complaint may be resolved by amicable settlement, either through explicit agreement
between both parties, or if the complainant does not object to the settlement, as proposed by the
SA, within one month.”® In contrast, the Draft Report requires that an amicable settlement can
only be reached with the explicit agreement between the complainant and the party under
investigation.”” Achieving explicit agreement is a higher bar than reaching an agreement in the
event of no objection. This creates an increased burden for SAs to take measures to resolve
disagreements between the parties.

Second, the scope for reaching an amicable settlement is restricted. The Draft Report introduces
a requirement that coming to a settlement is only available where the complaint concerns the data
subject's rights and if the data processing in question is no longer taking place.’® In practice, this
significantly limits the scope of opportunity for considering settlement as an option as one of the
typical remedies sought in a complaint — the ceasing the processing in question - is excluded from
the scope of settlements.

Third, the potential advantages for the party under investigation of engaging to reach an amicable

settlement are limited. Under the Proposal, SAs may engage in an in an ex-officio investigation
notwithstanding a prior amicable settlement.” In contrast, the Draft Report requires SAs to open

13
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an ex-officio investigation in certain cases (e.g., if the party under investigation has engaged in a
large number of settlements).8° The prospect that the party under investigation will in certain cases
be subject to further investigation even if they have come to a settlement will disincentivize them
from investing resources into engaging with complainants to come to an appropriate amicable
settlement.

While the Amendments do not create a duty for the SA to facilitate the process of reaching a
settlement, there are advantages to the SA doing so. Under both the Proposal and the Draft
Report, SAs are not bound by a requirement to facilitate amicable settlements.®! However, the
Proposal and the Draft Report both state that if parties reach a settlement, then the complaint is
deemed withdrawn.®? This benefits the SA by reducing the burden of fully handling each complaint
thereby creating an incentive to facilitate such a settlement. This incentive supports the EDPB
Guidelines that seeking an amicable settlement may be good practice, depending on national
procedural legislation.®
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